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compliance organizations

• Former member of the NERC Compliance and Certification Committee
• led Integrated Risk Management transformation to improve adherence and 

visibility of compliance posture
• Implemented a standardized method for assessing and ranking risks to the 

North American Bulk Electric System to help organizations prioritize 
investments and scale responses to control deficiencies

Michael holds a bachelor’s degree in Electrical Engineering from Clemson 
University and an MBA from Ohio University.  
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RISK PERSPECTIVES

• Definitions Vary…

• Something that might happen that would adversely affect your organization’s 
ability to achieve its objectives

• (Probability something bad will happen) x (Consequences if it does happen)

• Sometimes confused with other concepts (e.g., spear phishing = threat, cloud 
computing platform = asset)

• Should be expressed in context – e.g., defined with respect to a particular asset

• Best when based on objective data (but this is not always possible)

• Can be assessed retrospectively and prospectively

• Key challenge: measuring and communicating risk in a consistent, repeatable 
manner such that effective comparisons can be made for improved decision 
making
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RISK-HARM 
ASSESSMENT 
REVIEW
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RISK-HARM METHODOLOGY

• Based on ReliabilityFirst’s risk assessment methodology

• Focused on risk to the Bulk Electric System (BES)

• Integrated into the incident management process at AEP 

and Duke (started)

• Introduced a consistent, repeatable approach to assessing

potential compliance issues

• Performed by teams of risk assessors who were trained

and calibrated

• Leveraged NERC’s Cause Code Assignment Process (CCAP) as a means of 

identifying and trending causes ranked by risk
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CAUSE ANALYSIS
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https://www.nerc.com/pa/rrm/ea/CA_Reference_Materials_DL/CCAP%20Manual%20January%202018.pdf

https://www.nerc.com/pa/rrm/ea/CA_Reference_Materials_DL/CCAP Manual January 2018.pdf


RISK-HARM QUESTIONS

Methodology involves asking and answering (5) questions 

(each with a 90% confidence level):

Question 1: Probability of Recurrence

Estimate the likelihood of the violation occurring 

again or continuing to occur if the root cause 

remains.
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RISK-HARM QUESTIONS

Methodology involves asking and answering (5) questions 

(each with a 90% confidence level):

Question 2: Likelihood of Detection

Estimate the likelihood the control 

environment and related activities would 

detect the violation. 
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RISK-HARM QUESTIONS

Methodology involves asking and answering (5) questions 

(each with a 90% confidence level):

Question 3: Probability of Side Effects

Estimate the likelihood of a different violation 

occurring if the root cause remains.
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RISK-HARM QUESTIONS
Q4 - Estimate the potential harm to the reliability of the bulk electric system caused by the violation.



RISK-HARM QUESTIONS

Methodology involves asking and answering (5) questions 

(each with a 90% confidence level):

Question 5: Probability of Harm

Given your answer to question four, 

estimate the likelihood of potential harm

actually occurring.  
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SAMPLE RISK-HARM ANALYSIS

▪ While commissioning a new generating station control system, a 

network switch was misconfigured to have an overly permissive 

ruleset. 

▪ Violation of NERC CIP-007 R1.1, which requires that only ports and 

services  that are needed for reliable operation shall be opened / 

enabled.

▪ Cause was found to be: A3 > B4 > C05:

Mgmt Methods LTA > Supervisory Methods LTA > Emphasis on Schedule 

Exceeded Emphasis on Methods (Doing a good job)
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Scenario:



SAMPLE RISK-HARM ANALYSIS

• Background Information

• XYZ generating station has a combined generating capability of 612 
MW. It has two generating units that are both controlled by a common 
control system.

• This issue was discovered while reviewing evidence that was 
pursuant to an upcoming SERC NERC CIP audit.

• Our company has been replacing control systems across our whole 
fleet. They have completed control system replacements at 4 
stations and there are 2 more remaining to be completed. Total 
generating capacity at the 4 stations that have been completed is 
3,450 MW.
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ASSESSMENT RESULTS (ROUND 1)
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ASSESSMENT RESULTS (ROUND 1)
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ASSESSMENT RESULTS (ROUND 1)
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ASSESSMENT RESULTS (ROUND 1)
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ASSESSMENT RESULTS (ROUND 1)
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ASSESSMENT RESULTS (ROUND 1)
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RISK 
IN CONTEXT
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Row Labels Sum of Risk-Harm Score

AIC Ownership 0.011576865

Backdating Terms 0.000176012

Improperly Managed EAPs 99.00684932

Interactive Remote Access 198.0136986

Malicious Code Prevention 0.005280365

Multinet TFE 0.002112146

PACs Entitlements 1.32009E-05

Patching 330.0228311

Physical BCSI 0.478767123

Sec Control Chg Documentation 6.600456621

Segmentation 0.000638356

Virtualization - Server 7.920547945

VLANs 158.4109589



MORE ADVANCED 
RISK ASSESSMENT 
TECHNIQUES

FACTOR ANALYSIS OF INFORMATION 

RISK (FAIR) METHODOLOGY
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FAIR

• Well-defined framework to identify all factors of a risk

• Measurement of various risk factors

• Calculation of risk (Monte Carlo Simulation)

• Communication of risk to business managers in a form they 

understand

• Quantitative values can be translated into Qualitative values – if 

necessary



Risk is the measurement of the probable 

frequency and probable magnitude of future loss

WHAT IS RISK (PER FAIR)?



FAIR RISK MODEL
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